




















































   
  

  

 

  

       
   



Retention periods according to German law

To prevent further misunderstandings or misinterpretations: As detailed in our original Legal
Opinion, the German Data Protection Act is build upon the principle of requiring a specific purpose
(“Zweckbindungsgrundsatz”). Data may only be collected if it is needed for a specific purpose. Data
collection without a specific purpose is impermissible, if not allowed explicitly by law. This principle
furthermore applies to the blocking and/or deletion of data. It does NOTmean, that German entities
are not allowed to store any data at all; it does mean, that German entities need a specific purpose
to do so.

And to make it very clear: the following does not mean, that those retention elements can be (in a
legal way) transmitted to ICANN on its request. Only German law enforcement authorities will be
able to access such data “outside” of its specific purpose (e.g. the purpose for which the data has
been stored by the registrar).

This shall be demonstrated by using ICANN’s original retention elements.

First and last name or full legal name of registrant;

First and last name or, in the event registrant is a legal person, the title of the registrant's
administrative contact, technical contact, and billing contact;

Postal address of registrant, administrative contact, technical contact, and billing contact;

Email address of registrant, administrative contact, technical contact, and billing contact;

Telephone contact for registrant, administrative contact, technical contact, and billing contact;

WHOIS information, as set forth in the WHOIS Specification;

Types of domain name services purchased for use in connection with the Registration

Such data is needed by the registrar to perform its contractual duties towards its registrant;
therefore storage of the data is deemed legal while the contract is effective.

Now, if the contract is terminated by the registrant and/or the registrar:

1. Data may be retained for three years by the registrar (at its sole discretion), as this is the standard
limitation period for claims according to Sec. 195 German Civil Code (BGB). The registrar may need
such data to defend itself against civil actions of the registrant (e.g. to proof its due contractual
performance). Furthermore, such data needs to be flagged as “blocked” for all other purposes
(marketing etc.) and shall only be used in the event of civil actions taking place.

2. According to Sec. 257 HGB and Sec. 147 AO such data needs to be retained for seven years. Only
tax authorities are allowed to request access to such data. This means, that such data is to be flagged
as “blocked” and shall only be used for tax specific reasons.

3. During those deadlines German law enforcement authorities may request access to such data on
the grounds of German statutory rules and regulations (as detailed in our Written Opinion).



4. After those deadlines expire, the registrars are obliged to delete such data once and for all in an
adequate way.

"card on file," current period third party transaction number, or other recurring payment data;

billing records;

Information regarding the means and source of payment reasonably necessary for the Registrar to
process the Registration transaction, or a transaction number provided by a third party payment
processor.

Against the background of the PCI_DSS standard it is highly questionable, that registrars are able to
get access to such data (for credit card payments), as such data is retained by the respective E_
Payment provider.

However, should the registrar have access to such data, he may have a legal purpose to store it, to be
able to monitor if the registrant fulfills its payment duties. If the contract is terminated:

1. Data may be retained for three years by the registrar (at its sole discretion), as this is the standard
limitation period for claims according to Sec. 195 German Civil Code (BGB). The registrar may need
such data to defend itself against civil actions of the registrant (e.g. to proof its due contractual
performance). Furthermore, such data needs to be flagged as “blocked” for all other purposes
(marketing etc.) and shall only be used in the event of civil actions taking place.

2. According to Sec. 257 German Commercial Code (HGB) and Sec. 147 German Tax Code (AO) such
data needs to be retained for seven years. Only tax authorities are allowed to request access to such
data. This means, that such data is to be flagged as “blocked” and shall only be used for tax specific
reasons.

3. Voucher information needs to be retained for ten years according to Sec. 257 German Commercial
Code (HGB) and Sec. 147 German Tax Code (AO) [see above]. Only tax authorities are allowed to
request access to such data. This means, that such data is to be flagged as “blocked” and shall only
be used for tax specific reasons.

4. During those deadlines German law enforcement authorities may request access to such data on
the grounds of German statutory rules and regulations (as detailed in our Written Opinion).

5. After those deadlines expire, the registrars are obliged to delete such data once and for all in an
adequate way.

Log files, billing records [<_ out of context; see above] and, to the extent collection and maintenance
of such records is commercially practicable or consistent with industry_wide generally accepted
standard practices within the industries in which Registrar operates, other records containing
communications source and destination information, including, depending on the method of
transmission and without limitation: (1) Source IP address, HTTP headers, (2) the telephone, text, or



fax number; and (3) email address, Skype handle, or instant messaging identifier, associated with
communications between Registrar and the registrant about the Registration;

Log files and, to the extent collection and maintenance of such records is commercially practicable or
consistent with industry_wide generally accepted standard practices within the industries in which
Registrar operates, other records associated with the Registration containing dates, times, and time
zones of communications and sessions, including initial registration [<_ out of context; this can be
within the first ^ field].

This section contains different types of data to which reference is made in a in a very
undifferentiated way.

1. Purpose of conractual performance

Registrars do have a purpose to store certain log files (with time stamps) and/or certain
communication details, if such data is linked to the contractual performance in respect to the
registrant (e.g. contractual support requests that are handled via Skype e.g.). If that’s the case such
data might be stored during the contract’s term, while after its termination the following will apply:

a) Data may be retained for three years by the registrar (at its sole discretion), as this is the standard
limitation period for claims according to Sec. 195 German Civil Code (BGB). The registrar may need
such data to defend itself against civil actions of the registrant (e.g. to proof its due contractual
performance). Furthermore, such data needs to be flagged as “blocked” for all other purposes
(marketing etc.) and shall only be used in the event of civil actions taking place.

b) According to Sec. 257 German Commercial Code (HGB) and Sec. 147 German Tax Code (AO) such
data needs to be retained for seven years. Only tax authorities are allowed to request access to such
data. This means, that such data is to be flagged as “blocked” and shall only be used for tax specific
reasons.

c) During those deadlines German law enforcement authorities may request access to such data on
the grounds of German statutory rules and regulations (as detailed in our Written Opinion).

d) After those deadlines expire, the registrars are obliged to delete such data once and for all in an
adequate way.

2. No relevance for contractual performance

If such data is not needed for contractual purposes, it is deemed as “meta_information” which cannot
be stored without the explicit consent of the respective registrant. As can be seen from our legal
opinion in more detail, such consent must not be obtained without justification for reasons of data
ecomomy. Furthermore, for some data elements German law does statue explicit retention terms:

1. For meta_information generated electronically (Skype, E_Mail, IP_Addresses, HTTP headers etc.)
Sec. 13 subsec. 4 Federal Telemedia Act states, that:

“(4) The service provider must ensure by means of technical and organisational precautions that

1. the recipient of the service can terminate the use of the service at any time,



2. the personal data accruing during the course of the access or other use are deleted immediately
following termination of use or are disabled in the cases of Sentence 2, […]”

2. For meta_information generated by phone calls or by Internet connections (traffic data), Sec. 97
subsec. 3 Federal Telecommunicaton Act states that:

“(3) The service provider shall, after termination of the connection, establish from the traffic

data according to section 96(1) paras 1 to 3 and 5 without undue delay the data required for
charging. All data not required shall be erased without undue delay. Traffic data may – subject to
subsection (4) sentence 1 para 2 – be stored for a period not exceeding six months after dispatch of
the bill. Where, prior to expiry of the time limit referred to in sentence 3, the subscriber has raised
objections to the amount billed, the traffic data may be stored until such time as the objections have
been finally settled.”

Such data can only be stored by “services providers” (which registrars usually are not unless they
provide Internet access, too) and only for “billing reasons”. Only German law enforcement
authorities shall have access for certain statutory reasons, which do not apply to registrars.






















































































































































































































































































































































































































































































































































































































































































































































































































































